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1. Explanatory Statement

1.1

1.2

1.3

1.4

1.5

The purpose of this Operations and Support Manual (the Manual) for the Emergency
Calling Code (the Code) is to provide Voice Service Providers (VSP’s) with procedural
guidance and definition with regards to the delivery of the requirements of the Code.

Its intent is to ensure that the consumers of the New Zealand Emergency Calling Service
are provided with a consistent experience that meets the requirements of the Code.

Itis intended to provide detailed procedures for operational management of emergency
service calling, such that the public expectations of the service are set and managed as
are appropriate to the scope of the VSP’s responsibilities as defined in the Code.

The Manual provides VSPs with the details for how to comply with the Code, but it does
not replace the obligations set out in the Code. Where a VSP meets its obligations in a
manner consistent with guidance set out in the manual, this shall be considered by the
Compliance Officer as evidence of compliance with the Code.

This document should be read in conjunction with the Emergency Calling Code. A copy
of this document can be found on the TCF Website
https://www.tcf.org.nz/industry/standards-compliance/public-services/emergency-

calling/

2. Background

2.1

The TCF Emergency Calling Code which sets out service performance and customer
information standards for Emergency calls made via voice telephony services.

3. Purpose of the Manual

3.1

3.2

3.3

Government Officials, Emergency Service Organisations (ESO’s) representatives and
VSPs continue to meet to discuss the operation and enhancements to the Code and
emergency calling system (members of the Emergency Services Calling Working Party
(ESCWP). The ESCWP agreed that an operations manual would:

a) Promote Code membership and compliance by capturing obligations and “how
to” collateral in a single document. ESCWP members have shared experiences
relating to how best to comply and we would seek to capture these findings in

the Manual;
b) Promote collaboration amongst the parties; and
) Promote consistent implementation of the Code.

The Code sets the high level required outcomes. This approach recognises that VSPs
deploy a number of different technologies and systems and must be free to meet the
obligations in the most effective way for that particular operator.

Accordingly, while the Manual sets out and promotes consistency within the industry, it
does not override the Code obligations nor limit VSPs from complying with those
obligations in a way that best reflects the characteristics of its service.

4. Document Precedence

4.1
4.2

The Code sets out VSP obligations.

The Manual provides VSPs guidance on how best to comply with its Code obligations.
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4.3 If a VSP applies the processes and approach set out in the Manual, this shall be taken by
the Compliance Officer as evidence of compliance with the Code.

5. Procedures for changes to the Manual

5.1 The TCF is the owner of the Manual, with exception to particular reference documents
attached to the Schedules.

5.2 The ESCWP may recommend a change/s to the Manual from time to time.

5.3 The change/s will require approval from the ESCWP and consultation with the Code
signatories. The change/s will be submitted to the TCF Board for approval.

5.4 Once approval of the change/s is achieved the TCF will notify the Code signatories and
Emergency Service Organisations of the approved changes.

5.5 Any proposed changes must be in-line with the obligations set out in clause 1.4.

6. Definitions and Interpretation

6.1 Terms defined in the Code have the same meaning in this Manual.

6.2 This section is intended to provide examples of the common expressions used for
operational purposes.

Expression

Clarification Explanatory Note

BAU

Means business as usual.

Code

Means the Code for Emergency Voice Calling Services (“Emergency Calling
Code.”)

ESCWP

TCF Emergency Services Code Working Party

Manual

Means the Operations and Support Manual for Emergency Calling Code

ESO

Emergency Service Organisation i.e., Police, Fire and Ambulance.

Restricted

Means a Telecommunication Service restriction in the form of a toll bar
(inbound/outbound) or access to a Telecommunication Service maybe
applied by a Service Provider to confine or limit a Customer’s ability to
incur additional debt or charges on their account.

Suspension

Means a Service Provider rendering a customer’s access to
Telecommunication Services or similar inoperable. This is usually applied
to enforce collections actions due to non-payment of the customer/s
accounts, where other forms of reminder have been ignored by the
customer up to the time of application. NB: Suspend and Suspended have
a similar meaning to ‘Suspension’.

TESA

Telephone Emergency Subscriber Access system used by the Police
Emergency Communications Centres as part of the call management
process. This is the National Location Register that is referred to in the
Code.
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7. Schedules

Sch.

Schedule

Code reference

Arrangements for providing a 111
capable voice service

This is for information only.

Emergency Calling Code Compliance
Template

(Checklist sets out code obligations for
initial and ongoing compliance review.)

Code compliance (Section M and
Annexure 1)

Resale Providers Compliance
Notification

(This sets out the recommended
compliance approach to resale services
where key characteristics of the service
are determined by the wholesale
provider.)

Code compliance (Section M and
Annexure 1)

Calling Party Number

Procedural information regarding calling
party numbers (c23)

Template Emergency Services Calling
Mobile arrangements

(Provides for 111 calls to be carried by
other mobile providers when technically
possible when service from the host
provider is not available.)

This template is for information only.
Mobile network roaming arrangements
sit parallel to the code.

Emergency services calls interconnect
link test plan

Interconnect link testing (c18.4)

TESA database specification for the
provision of customer information

Provision of customer information
(c24.2)

END
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Schedule 1: Arrangements for providing a 111 capable voice
service

The following lists the various arrangements that a new voice provider should consider as part of
providing a 111 capable voice services:

e TCF Emergency Calling Code (TCF).

e Provision of fixed line caller location information (TESA specification through the Police
peter.livesey@police.govt.nz).

e Provision of mobile emergency calling location information (ECLI arrangements through MBIE
ECLI Director phil.parker@mbie.govt.nz).

e Mobile 111 calling roaming MOU (arrangement to accept emergency calls of customers from
other networks, contact any mobile network operator).

e Interconnection agreement (directly with Spark Wholesale as the current ICAP provider or a
Spark NZ interconnected telecommunications provider).

e Telecommunications Information Privacy Code 2020 (check compliance, particularly Schedule
4 of the Code as it relates to the provision of Emergency Location Information).



mailto:peter.livesey@police.govt.nz
mailto:phil.parker@mbie.govt.nz

Schedule 2: Emergency Calling Code Compliance Template

This template sets out the relevant considerations for VSPs considering Code compliance notification.

1. This sheet relates to services that are intended to meet the performance standards set out in the Code. It records how the service complies with the Code. It does
not include, for example, definitions or service provider obligations.
The Code provides for voice services that do not meet the performance standards in the Code. However, for these services, there are customer disclosure and
information requirements. A separate sheet would be used for services that are not intended to meet the performance standards set out in the Code.

2. Service providers must notify the TCF where a service complies with Code and retain supporting documentation for its initial notification.
Ref. Clause Comments/Explanatory Notes Compliance/Partial-Compliance/Non-
Compliance

Voice Service name:

PSTN Local Service; and Cellular Mobile Service

F Obligations of the Parties

14 Where a VSP supplies a Non-Compliant Voice Service, the VSP must:
1. not call this a “Code Standard Voice Service”; and

2. comply with Clause 29.

G Availability and Quality of Emergency Calls
17 Emergency Calling
17.1 VSPs will ensure that Customers using a Voice Service are still able to make Emergency

Calls using that Voice Service where:

(a) the Voice Service has been withheld, suspended or restricted for any reason,
but has not been disconnected; or

(b) the Voice Service has been disconnected but can still be used to contact the
VSP Customer service representative.

17.2 Where there is a technical issue relating to the availability of Emergency Calls for
suspended services (for example, where service has been suspended for network fault
conditions, abusive callers, temporary disconnect for credit control purposes, or other
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Ref.

Clause

Comments/Explanatory Notes

Compliance/Partial-Compliance/Non-
Compliance

similar scenarios), the VSP will make best endeavours to notify the Customer of the
suspended service, and the implications for Emergency Calling. Any such notification
can be made by any means (e.g., website, SMS, email) as the VSP considers reasonable
and appropriate in the given circumstances of the suspended service.

17.3

For the purposes of Clause 17.1, a service is disconnected when there has been the
final termination of the Voice Service between the VSP and the Customer.

18

Handling Emergency Calls

18.1

Subject to Clauses 15 and 20, VSPs will ensure that the Voice Service provided to a
Customer allows any end user to make an Emergency Call by using the Emergency Call
number “111”.

This can only be achieved if their Network
recognises the call isa 111 call

18.2

The parties acknowledge that each VSP may currently have active overseas Emergency
Service numbers (for example, “000”, "112", "911", "999") in a network which would
allow any end user to make an Emergency Call. Any change to those active related
Emergency Service numbers can only be done by agreement between the affected
VSPs and the Emergency Service Organisations, taking into account any reasonable
technical or network restrictions that may exist to give effect to that change. A VSP
may activate a new related Emergency Service number in a network, but only with the
agreement, and on conditions with the Emergency Service Organisations.

If you are going to use a number that is
not 111 then the VSP must ensure it is

consistent with NAD and other obligations.

Set out numbers open for emergency
service calling, i.e. “customers are able
todial 111, 911, etc to access
Emergency Services”.

18.3

VSPs will carry (or procure the carriage of) Emergency Calls to the ICAP using the most
efficient call routing possible given the handover links and handover arrangements that
have been established in accordance with any relevant interconnection agreement
between Carriers.

18.4

VSPs will test handover arrangements relating to Emergency Calls on a regular basis as
agreed by the parties to the interconnect agreement governing the provision and
operation of the handover link.

See schedule 6 of the Manual.

Refer to testing standard in manual or
other arrangements.

19

Priority for Emergency Calls

19.1

VSPs will manage their networks in such a way that Emergency Calls have priority in
the network, and where the Voice Service is provided wholly or partly over another
person’s network, the VSP shall ensure to the extent practical that the other person’s
network prioritises Emergency Calls.

Refer to comments under 18.1

For example, 111 calls have their own
trunk routes — no other traffic can use.

20

Voice Quality and Availability

20.1

Where a Voice Service is available to Customers with differing grades of service, the
VSP will use the highest quality service available on that Voice Service for Emergency

This clause is to apply to the extent where
VSP’s are able to offer “differential grades
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Ref.

Clause

Comments/Explanatory Notes

Compliance/Partial-Compliance/Non-
Compliance

Calls.

of service”.

Where CPE technology is provided by the
customer, VSP’s are not liable for any
degraded Emergency Service access as a
result of CPE configuration errors or
equipment failures.

20.2

In any event, VSPs will design and manage the Voice Service so that in normal
operating conditions:

(a) The Voice Service supports a Voice Quality for Emergency Calls of R265 for 95% of
calls, and R250 for 99% of calls or a similar relevant measure (disregarding in all
cases the effect of any Customer Equipment that does not comply with the VSPs
published standard), where R is the Transmission Rating Factor as defined in ITU-T
G.107 (including any relevant advantage factor for wireless and satellite-based
providers);

(b) On average each Customer access line will have less than 50 minutes downtime
per year due to Core Network outages. This excludes, in all cases, the impact of:
I.  downtime arising from a Matter Outside the VSP’s Reasonable Control;
Il.  downtime arising from a planned or unplanned outage in an access or

backhaul network, or satellite gateway. Access and backhaul networks are
predominantly subject to existing regulation; or

Ill. partial outages (for example, failure of part of a telephone exchange or
voice application server) that do not affect the delivery of Emergency Calls.

(c) The probability of an Emergency Call under normal operating conditions being
blocked due to insufficient resources being provided between the point at which
the call is received by the VSP through to where the call is handed off to the ICAP,
does not exceed 1% of total call attempts excluding:

I. an event or force majeure or a specified Matter Outside a VSPs Reasonable
Control; or

Il. an outage in a network.

This section was intended to be outcomes
rather than measures. What these
outcomes mean for different network
design and technologies will also differ.
Therefore, has been left to RSPs to
determine what design and measures to
track which will demonstrate compliance
with the Code.

20.3

For the purposes of Clause 20.2, normal operating conditions are the conditions that
Emergency Calls made using the relevant Voice Service will generally experience when
operating within the network’s design specification. In the case of a Voice Service
provided over a mobile network, normal operating conditions require that adequate
coverage is present.
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will provide the National Location Register an extract containing Customer billing name
and address details that can be correlated with the Calling Party Number, in accordance
with Clauses 24.2 (a) and 24.2 (b).

(a) Where the service is supplied to a Customer at a fixed location, the VSP will
provide the National Location Register an extract containing the Customer’s
name and the physical address at which the service is supplied.

(b) Where the service is:

I.  marketed and expected to be used primarily as a fixed service, but

Ref. Clause Comments/Explanatory Notes Compliance/Partial-Compliance/Non-
Compliance
21 Reliability
21.1 VSPs will take all reasonable steps to ensure the Voice Service can reliably be used to
make Emergency Calls.
21.2 VSPs will develop plans that will minimise disruption to Emergency Calls made using
the Voice Service in peak traffic and disaster conditions.
21.3 VSPs that operate a mobile network in New Zealand will take all reasonable steps to
enter into arrangements whereby they enable their mobile networks to receive, as far
as is practically possible, Emergency Calls from Customers of other parties when the
Customer’s home network is unavailable, and route those Emergency Calls to the
Emergency Services.
H Caller Information
23 Number Identification
23.1 VSPs will provide the ICAP Provider with the Calling Party Number, to the extent known | For example, VSP provides calling number
by the VSP, for all Emergency Calls made using the Voice Service in the signalling information, as received or generated by
format agreed between the VSP and the ICAP Provider (as specified in the Operations its switching systems, to the ICAP
Manual). Refer to Schedule 4 of this manual for
details.
24 Location and Caller Information
24.1 The obligations set out in this clause are based on the current systems for providing
location information, under which location information is provided to Emergency
Service Organisations separately to the delivery of the Emergency Calls. Under these
current systems the frequency and format for this information is separately agreed
between the VSP’s and the Emergency Service Organisations.
24.2 Unless otherwise agreed between the VSP and Emergency Service Organisations, VSPs
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Ref. Clause Comments/Explanatory Notes Compliance/Partial-Compliance/Non-
Compliance

capable of mobile or nomadic use; or
Il. a mobile service;

the VSP will provide the National Location Register an extract

indicating:
i. the Customer’s name where known;
ii. the Customer’s registered service address where known;
and
iii. advice that the service is capable of mobile or nomadic
use, and that the location of calls made using that service
may be uncertain.

243 VSPs will as soon as reasonably practicable after a request by an Emergency Service This refers to the process by which
Organisation, provide the Emergency Service Organisation with other information as emergency services are able to request
reasonably requested for the purposes of handling an Emergency Call. additional information in accordance with

the Privacy Act.

24.4 VSPs will take all reasonable steps to ensure that the information provided under

Clauses 24.2 and 24.3 is in an agreed format and correct at all times.

24.5 In addition to providing information in accordance with Clause 24.2, in the case of
Emergency Calls originating in a mobile cellular network, the VSP will ensure that the
ICAP Provider is provided with information on a per call, real time basis in a format
agreed between the VSP and the ICAP Provider, which permits identification of the
geographic region of the originating cell site.

24.6 Unless otherwise agreed between the VSP and Emergency Service Organisations, VSPs
delivering mobile services will provide mobile location information through the
Emergency Location Information System (ELIS), as defined by Schedule 4 of the
Telecommunications Information Privacy Code, that is operated by MBIE (or any
relevant Government Agency becoming responsible for ELIS). This will be performed in
accordance with the VSP’s terms and conditions of contract with the relevant
Government Agency responsible for ELIS, and consistent with the Telecommunications
Information Privacy Code. Where a new VSP commences delivery of mobile services it
will use all reasonable efforts to contract with the relevant Government Agency
responsible for ELIS to ensure timely delivery of mobile location information through
ELIS.
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Ref.

Clause

Comments/Explanatory Notes

Compliance/Partial-Compliance/Non-
Compliance

Customer information standards

26

Visibility of the Code Standard Voice Service

26.1

In relation to a Code Standard Voice Service, the VSP will take reasonable and
appropriate steps to provide the following information in an easily discernible manner
and easily accessible to all Customers on the VSP’s website:

(a) the ability to make a 111 Emergency Call as part of the Code Standard Voice
Service;

(b) the Emergency Service Organisations to which the 111 Emergency Call
number provides access;

(c) that Emergency Calls should only be used when seeking a response from an
Emergency Service Organisation to deal with an emergency to which the
organisation is established to respond; and

(d) what information VSPs will disclose to Emergency Service Organisations
when Emergency Calls are made (including Calling Party Number and caller
location information).

26.2

VSPs will use reasonable endeavours to minimise the impact of non-genuine
Emergency Calls on the system.

27

Customer Information Standards about Service Reliability

27.1

Customers must be provided with the information required by the 111 Contact Code,
where a Code Standard Voice Service is reliant on mains power at the Customer
premises and will be unable to make 111 Emergency Calls in a power failure.

28

Voice Service Provider Contact Information

28.1

VSPs must provide the Emergency Service Organisations with contact details for the
appropriate personnel and keep these details up to date at all times in the event of a
fault or problem occurring which requires the Emergency Services Organisation to
contact the VSP.

Customer information standards about non-compliant voice
services

29

If a VSP provides a Non-Compliant Voice Service the VSP will:

29.1

Not promote, describe or represent the service as being a Code Standard Voice Service.
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Ref.

Clause

Comments/Explanatory Notes

Compliance/Partial-Compliance/Non-
Compliance

29.2 Advise its Customers, during the sales process, in the terms and conditions of use, and
in any user guide that:
(a) Emergency Calls cannot be made using that service; or
(b) Emergency Calls can be made using that service but that the performance of
the Emergency Calls will not meet the service standards of this Code;
(as the case may be).
29.3 During the sales process, offer its Customers (at no extra charge other than reasonable
postage and packaging if applicable) equipment labels which state that:
(c) Emergency Calls cannot be made using that service; or
(d) Emergency Calls can be made using that service but that the performance of
the Emergency Calls will not meet the service standards of this Code;
(as the case may be).
K Customer complaints
30 Customers must be informed by their VSP about the Customer Complaints process

available to them for prompt resolution of any issues under the Code, this must

include:

(a)

(b)

(c)

Providing Customers with clear information on either how to raise a
complaint or where the Customer can find the VSP’s complaint process.

VSPs must make available information to Customers on how they can access
the Telecommunications Disputes Resolution Scheme (TDRS).

VSPs must inform Customers of the existence of the Code and what
Customers must expect from their VSP under it. This may be by providing a
link to the relevant page on the TCF website.
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Schedule 3: Resale Providers Compliance Notification

Introduction

The Code is based on VSPs ensuring compliance with the Code obligations. However, when VSPs are reselling
voice services that are subject to the provisions of the Code, aspects of these voice services may not be
controllable by the VSP and instead be set by that VSP’s wholesale provider.

This schedule sets out a recommended approach for how wholesale providers can certify the aspects of the
resale service that comply with the Code.

For the avoidance of doubt, nothing in this Schedule absolves VSPs from their responsibility to certify their
compliance with this Code. VSPs are primarily responsible for ensuring that the underlying wholesale or
network products are compliant, or able to be made compliant, with this Code. However, the Compliance
Officer, will take the certificate in to account in any compliance action.

Process

The wholesale provider may certify it has joined the Code and that its voice complies with the Code. For
example, a statement that:

Voice Service Providers (VSPs) may join the TCF Emergency Calling Code (the Code). The Code defines
a VSP as the service provider who maintains a direct relationship with the end consumers and this
means Reseller customers may also join the Code.

The [wholesale provider] has joined the Code and certifies that its [name] services comply with the
Code. However, the Code covers network and end user customer related aspects of the emergency
services calling system. Therefore, overall compliance is likely to be a mix of network related
functionality provided by [wholesale provider] and reseller provider functionality.

The Code does not provide for the splitting of obligations - the VSP is responsible for ensuring overall
compliance with the Code. Set out below are the Code obligations whereby the service provider can
rely on [wholesale providers] certification and the obligations where compliance is not related to the
resale service that [the wholesale provider] provides.

This purpose of this statement is to support VSPs compliance with the Code.

In the event that a Code Compliance Framework review is required of the VSP, the VSP may refer that aspect
of the review or investigation to the underlying wholesale provider.
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Schedule 4: Calling Party Number

e The Calling Party Number sent with an Emergency Call must, wherever practical, be a New Zealand
Mobile Number or Geographic Number as classified by the New Zealand Numbering Plan (REF ITU-T
https://www.itu.int/oth/T0202000099/en). Other types of number such as Toll Free or Special
Services should not be used.

e Where any Emergency Call is delivered to the ICAP Provider with a non-compliant Calling Party
Number (i.e. of incorrect format or type), the VSP responsible for delivering the Emergency Call to
the ICAP Provider must take reasonable steps to detect such events and correct any associated
configuration defects in a timely manner.

e Where it is impractical or not technically feasible to provide a Calling Party Number in accordance
with the above (for example: Mobile phone without active SIM), a suitable workaround must be
agreed between the VSP and the ICAP Provider and implemented in a timely manner.

e Notwithstanding, the obligations in this Clause, any Emergency Calls provided to the ICAP Provider
with a non-compliant Calling Party must not be deliberately prevented from reaching the relevant
Emergency Services Call Taker.

e In the case of a non-registered (U)SIM Emergency Call from a mobile, the VSP will be unable to
identify the caller’'s number. The VSP should use reasonable efforts to insert a non-dialable Calling
Party Number to uniquely identify the caller, in accordance with the standard agreed with ICAP
provider and emergency services.
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The following shows an example of how to deal with 111 calls from unregistered mobile phones. It is not
intended to form an obligation on how to implement this.
SPARK POLICY FOR WHAT CLI TO USE FOR 111 CALLS FROM UNREGISTERED MOBILE PHONES
On the Spark network we have based our implementation on section 6.4.3 of 3GPP TS 23.271.
In case of a SIM-less emergency call, or in case of a non-registered (U)SIM emergency call, a non-dialable callback number
shall be used to identify the target UE. The format and structure of the non-dialable callback number is according to national
or regional regulations. The non-dialable callback number in North America shall, according to J-STD-036 [32], be the digits
911 + the last 7 digits of IMEI expressed in decimal numbers.

NOTE: The use of non-dialable callback numbers in other parts of the world is for further study. The non-dialable callback
number should adopt random numbering, if not otherwise unique.

The only difference is we use +64911+the last 7 digits of the IMEI

This has several benefits:
1. Easier caller identification as the number is (largely) unique and can be referred back to the serving MNO for investigation.

2. ICAP and ESAP staff can identify that it is a device making an unregistered emergency call and follow a SOP if required to
identify the actual caller.

3. Nuisance calls can be blocked at ICAP
4. Potentially compatible with ECLI

5. Follows guidelines in 3GPP (i.e. if vendors supply the North American market they should be able to handle this)

We have implemented this in VOLTE via a SMM on our SBGs. The SMM logic similar to the pseudo code below

IF SIP:priority exisits THEN
IF SIP:priority == \"emergency\" THEN
IF SIP:from.sip_uri.user ~="'(A|a)nonymous' THEN
IF SIP:contact;+sip.instance ~= "\\<urn:gsma:imei:([0-9]{7})([0-9])-([0-9]{6})-([O-

9I\\>' THEN
SIP:from.sip _uri.user = \"+64911\" + $2.2 + $2.3

SIP:from.sip_uri.host = \"spark.co.nz\"\n
SIP:P-Asserted-ldentity = \sip:+64911\ + $2.2 + $2.3 + \"@spark.co.nz\"

ELSE
SIP:from.sip_uri.user =\"+649111234567\"
SIP:from.sip uri.host = \"spark.co.nz\"\n
SIP:P-Asserted-Identity = \sip:+649111234567\@spark.co.nz\"
END IF

END IF
END IF
END IF

AUGUST 2021
Spark
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sip:priority
sip:priority
sip:from.sip_uri.user
sip:contact;+sip.instance
sip:from.sip_uri.user
sip:from.sip_uri.host
sip:P-Asserted-Identity
sip:+64911%5C
sip:from.sip_uri.user
sip:from.sip_uri.host
sip:P-Asserted-Identity
sip:+649111234567%5C

Schedule 5: Template Emergency Services Calling Mobile
arrangements

Introduction
This schedule is for the information only of mobile network operators.

It sets out a suggested template arrangement for emergency services calling roaming — where technically
possible — when customers are unable to use the host network.

[T

=

[ |
Mobile%20Emergen
cy%20Calling%20MC(
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111 call roaming scenarios

The information in the table below is intended to be a reference for consumer awareness so that users can be advised, as appropriate, of the circumstances
when an emergency call will not proceed, recognising that automatic roaming for emergency calls is not universally available for all locations, times, networks,

handsets, and emergency numbers dialled.

Question

2degrees

Spark

Vodafone

What are the main scenarios
in which automatic roaming
for emergency calls is
generally activated?

For example, when the
handset is outside the
coverage of its home
network or when the home
network has a system failure.

It is entirely handset driven, based on
loss of home network RF coverage.
That is the only condition, and this
coverage loss may be caused by the
user leaving the coverage area or by
the network failing to broadcast. Issues
within the network such as faults
preventing any calls from being made,
will not trigger this roaming to happen
as long as RF coverage is still available.

Emergency call roaming will occur
when:

¢ The caller dials a number that the
handset recognises as an emergency
call, and

¢ The handset cannot attach to the
“home” network provider.

Emergency roaming relies on:

¢ The handset not being able to attach
to the home network. Therefore,
under rare network failure scenarios
where the device is attached to a
network, but calls can’t be made,
emergency roaming will not occur.

* There being an alternative network
available to connect to. For example,
there is no alternative network.

The Spark network will accept
emergency calls presented from other
network customers.

Emergency call roaming onto Vodafone
will occur when:

e The caller dials a number that the
handset recognises as an emergency
call, and

e The handset cannot attach to the
“home” network provider, and

e The handset is in coverage of
Vodafone Radio network.

Emergency roaming relies on:

¢ The handset not being able to attach
to the home network. Therefore, under
rare network failure scenarios where
the device is attached to a network, but
calls can’t be made, emergency roaming
will not occur.

e There being an alternative network
available to connect to.

The Vodafone network will accept
emergency calls presented from all
other network customers
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Question

2degrees

Spark

Vodafone

What are the known
conditions in which
emergency calls from a
mobile handset device will
not automatically roam to
another mobile network?

This could be because of the
way the handset device
“locks on” to its home
network, the technical
compatibility with spectrum
bands, or other reasons.

See above. Also, being handset driven
there could be scenarios when the UE
might not choose to camp on another
network e.g. if user has manually
selected their home network rather
than just relying on automatic network
selection. There may be specifications
that govern how the UE should behave
in these types of scenarios but | am not
familiar with the details. Obviously the
UE also needs to support the ‘roaming’
networks’ broadcast frequencies in that
location, and for a 4G only (& VoLTE
enabled) location the UE would need to
support VoLTE to be able to make an
emergency call.

Emergency roaming is largely
controlled by the handset and won’t
occur where the handset:

¢ Does not have a SIM in it.

® Does not recognise 111 as an
emergency call because, for example,
the handset is configured for an
overseas market. An Australian
handset my not recognise 111 as an
emergency call for which roaming is
possible.

¢ Uses incompatible bands (or
frequencies) to those supported by
other networks.

¢ Is a VOLTE handset connected to a
small number of RCG with no
underlying 3G coverage.

Spark sourced/supplied handsets are
tested to ensure they support
emergency roaming.

Emergency roaming is largely controlled
by the handset and won’t occur where
the handset:

e Does not have aSIM in it.

e Does not recognise 111 as an
emergency call because, for example,
the handset is configured for an
overseas market. An Australian handset
my not recognise 111 as an emergency
call for which roaming is possible.

e Uses incompatible bands (or
frequencies) to those supported by
other networks.

* Manually selected their home network
only

Note: Vodafone Handsets that have
selected 2G only, will not be able to
roam onto Spark and 2Degrees
network.
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Schedule 6: Emergency services calls interconnect link test plan

Introduction

This schedule sets out the recommended test plan for interconnect links. Interconnect links are the links
between the VSP and Spark’s network.

Spark provides the 111 initial call answering service. VSPs intending to hand over 111 calls to Spark will need
to enter into an Interconnection Agreement. Contact Spark Wholesale for more information on handovers.

Test plan

Part 1 is the testing of the 111 Service Protect (SP) routes- functionality, voice quality (subjective) and
origination phone number.

Part A- Where there are small and infrequently used SP routes, mainly from the smaller exchanges
in the network, there is a Monthly Test to ensure that when 111 is dialled the exchange will switch

this call to the ICAP and display the correct origination telephone number.

No attempt is made to test large well utilised 111 SP routes between major nodes or the ICAP. The
normal monitoring of these routes to detect failures is sufficient to identify failures.

Part B- When a new CellSite is being commissioned, a test call is made from the site to the 111
Emergency Service ICAP and confirmed that the correct originating number is displayed.

Part 2 is the testing of the failure scenarios.
It is normal practice to offer the 111 Emergency Service traffic to one or two nodes, Points of
Interconnect (POI), under normal conditions. Inthe event that the "normal routing" is compromised,
the traffic will be routed to other POls.

This re-routing, if the normal routing is compromised may be:

e Automatic; or
e Manual

Further the re-routing may be effected by-

e Manual intervention i.e., preceding a planned outage to move traffic to another node; or
e Automatic in the event of a failure of the VSP equipment or the ICAP providers POI.

It is proposed that there be a test schedule set-up between the VSP and the ICAP Provider to test the
fail-over configuration of the 111 Emergency Service SP Routing.

It is further proposed that this testing should be completed at least 12 monthly or when there is
configuration activity affecting the routing of this traffic or for other reasons as agreed between the
parties.
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1. The VSP should complete a paper audit to confirm the routing

2. Make atest call to confirm the normal routing (and speech quality and calling number
presentation).

3. Activate the plan to push the 111 Emergency calls to an alternate route.

Make a test call to confirm the routing (and speech quality and calling number presentation).

5. Repeat steps 3 and 4 to confirm all the functionality of all routes.

E

In addition to the above testing, the paper audit should be confirmed with the ICAP Provider to ensure that
the plan is consistent with the contingency plan for a node(s) failure prepared by them.

In cooperation with the ICAP Provider, the contingency should be activated at the ICAP Providers Point-of-
Interconnect node to confirm that the actions taken cause the VSP's 111 Emergency Calls to be diverted in

accordance with the VSPs plan.

The Test Plan Results and the routing should be signed off by both parties and each should hold a copy of
this documentation for audit purposes.

END
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Schedule 7: TESA database specification for the provision of
customer information

Introduction
This sets out the ESP requirements for customer information.

While the TESA database specification is maintained by the Police. Where there has been a material change
to the TESA database specification inclusion of those changes in this Manual will be approved by the TCF
Board (as per the Manual change process).

VSPs are required to provide regular file updates to the Police ICT Department in accordance with the
attached data specification and interface requirements. In summary a full extract of mobile customer data
will need to be loaded initially with regular extracts containing updates and deletions provided on a daily
basis. The data maintained in TESA should relate to active customer accounts.

TDDS_Telco_Suppli =
er_Requirements_vl  TDDS_sample_001.txt

END
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MEMORANDUM OF UNDERSTANDING REGARDING EMERGENCY CALLS FROM
MOBILE PHONES (MOU)

Date:

PARTIES

Telecom New Zealand Limited (Telecom)

Vodafone New Zealand Limited (Vodafone)

Two Degrees Mobile Limited (2degrees)

BACKGROUND

A

Each party operates a Mobile Network in New Zealand.

If a customer’s Home Network is unavailable, that customer will not be able to
use their Home Network to make Emergency Calls.

The parties have agreed that they will each enable their Mobile Networks so as to
receive, as far as is practically possible, Emergency Calls from customers of the
other parties (or customers of an MVNO operating on that other party’s Mobile
Network) when the customer’s Home Network is unavailable, and route those
Emergency Calls to the emergency services.

This will enable a customer of one party to utilise the Mobile Network of another
party to make an Emergency Call. The customer must have a SIM card in their
mobile phone and their mobile phone must be compatible with the other party’s
Mobile Network.

A customer will be able to utilise the Mobile Network of another party to make an
Emergency Call when the customer has no network coverage from its Home
Network and the Mobile Network of that other party is available. A customer may
or may not be able to use the Mobile Network of that other party when the
customer has partial coverage from its Home Network but is unable to make
Emergency Calls or voice calls.

If a customer utilises the Mobile Network of another party to make an Emergency
Call, due to technical limitations inherent in networks, the emergency services
will not be able to call that customer back.

Due to the frequencies at which the parties’ Mobile Networks operate:

. most Telecom XT handsets are compatible with Vodafone’s and 2degrees’
Mobile Networks;





many but not all Vodafone and 2degrees handsets are compatible with the
Telecom Mobile Network; and

Vodafone and 2degrees handsets are generally compatible with each
others’ Mobile Networks.

H This MOU does not apply to Emergency Calls made using a CDMA mobile phone.

I This MOU does not place any obligations on the parties to notify each other of
network outages. Obligations to notify certain types of outages are contained in
other agreements between the parties.

] This MOU does not create any right capable of enforcement by a third party.

K The parties intend this MOU to be legally binding on them.

IT IS AGREED

1 DEFINITIONS

1.1 In this MOU, unless the context otherwise requires:

(a)

(b)

(c)

(d)

3GPP means the body governing global GSM/WCDMA mobile
communication standards known as the 3rd Generation Partnership
Project.

Applicable Mobile Phones means cellular mobile phones that have a SIM
card inserted and excludes cellular mobile phones that do not have SIM
cards inserted.

Emergency Calls means:

O] a call made by dialling the number 111 (the New Zealand
emergency number) or the number 112 (the GSM universal
emergency number) on a cellular mobile phone; and

(i) that in making the call, the cellular mobile phone used to dial the
emergency number uses the emergency call set-up procedure
(rather then the normal voice call set-up procedure) as defined in
the relevant 3GPP standard.

Excluded Losses means any liability, loss, damage or injury resulting from
or arising under or in connection with this MOU (whether based in contract,
tort, statute or otherwise) for:

(i) indirect, incidental or consequential economic loss or damage or
special damages; or





(e)

(f)

(9)

(h)

(i)

6))

(i) loss of profit, loss of revenue, loss of production, loss of income,
loss of business, loss of anticipated savings and loss of
opportunity; or

(iii) loss (except in relation to losses caused by a party’s intentional
misconduct or gross negligence) resulting from the failure by any
party to comply with its obligation to facilitate the transmission of
Emergency Calls as set out in clause 2 of this MOU.

Hand-over Point means an interface point between Vodafone’s or 2degrees’
Mobile Network (as the case may be) and Telecom’s fixed network at which
Emergency Calls are, or are to be, handed over from the Vodafone or
2degrees’ Mobile Network (as the case may be) to Telecom’s fixed
network.

Home Network means:

O] in relation to customers of Telecom (or Telecom’s MVNOs),
Telecom’s Mobile Network;

(i) in relation to customers of Vodafone (or Vodafone’s MVNOSs),
Vodafone’s Mobile Network;

(iii) in relation to customers of 2degrees (or 2degrees’ MVNOs),
2degrees’ Mobile Network.

Initial Call Answering Point means the first point for answering and
handling Emergency Calls and transferring those calls to the emergency
services.

Mobile Network means:

(i) in relation to Telecom, Telecom’s WCDMA cellular mobile network,
known as “XT”;

(i) in relation to Vodafone, Vodafone’'s GSM/WCDMA cellular mobile
network;

(iii) in relation to 2degrees, 2degrees’ GSM/WCDMA cellular mobile
network.

MVNO means Mobile Virtual Network Operator.

Telecom Activation Date means a date to be advised by Telecom to the
parties as soon as possible after the execution of this MOU.





2

2.1

2.2

2.3

2.4

2.5

EMERGENCY CALL FACILIATION

As at the date of this MOU, Vodafone has configured its Mobile Network to accept
and properly route an Emergency Call initiated by customers of the other parties
using Applicable Mobile Phones and received by Vodafone, when:

(a) that Applicable Mobile Phone has no network coverage from its Home
Network; and

(b)  that Applicable Mobile Phone is compatible with Vodafone’s Mobile
Network.

As at the date of this MOU, 2degrees has configured its Mobile Network to accept
and properly route an Emergency Call initiated by customers of the other parties

using Applicable Mobile Phones and received by 2degrees, when:

(a) that Applicable Mobile Phone has no network coverage from its Home
Network; and

(b)  that Applicable Mobile Phone is compatible with 2degrees’ Mobile Network.
Telecom will configure its Mobile Network to accept and properly route an
Emergency Call initiated by customers of the other parties using Applicable Mobile

Phones and received by Telecom, when:

(a) that Applicable Mobile Phone has no network coverage from its Home
Network; and

(b)  that Applicable Mobile Phone is compatible with Telecom’s Mobile Network,

by no later than the Telecom Activation Date.

From the date of this MOU 2degrees and Vodafone will:

(a) accept Emergency Calls initiated by customers of the other parties using
Applicable Mobile Phones (where that Applicable Mobile Phone has no
network coverage from its Home Network and is compatible with the
party’s Mobile Network) and received by that party; and

(b)  deliver such calls to the Initial Call Answering Point or Hand-over Point (as
the case may be) in an identical fashion to the way that similar Emergency
Calls from their own customers are delivered.

From the Telecom Activation Date Telecom will:

(a) accept Emergency Calls initiated by customers of the other parties using
Applicable Mobile Phones (where that Applicable Mobile Phone has no





2.6

3.1

4.1

4.2

4.3

4.4

network coverage from its Home Network and is compatible with the
party’s Mobile Network) and received by that party; and

(b)  deliver such calls to the Initial Call Answering Point or Hand-over Point (as
the case may be) in an identical fashion to the way that similar Emergency
Calls from their own customers are delivered.

The parties will test the acceptance and delivery of Emergency Calls received
from customers of the other parties using Applicable Mobile Phones on their
Mobile Network on a periodic basis in accordance with a process to be agreed
between the parties.

COMMUNICATIONS

From the date of this MOU, the parties will collaborate reasonably, each with the
other, and (at the request of any party) the government and emergency services
to ensure that cellular mobile phone users in New Zealand are informed about
the operation of making Emergency Calls when the customer’s Home Network is
unavailable.

LIMITATION ON LIABILITY

No party shall have any liability to any other party for Excluded Losses arising
out of or in connection with, any breach of this MOU.

This MOU does not create any right capable of enforcement by a third party. The
parties to this MOU intend that each will facilitate the transmission of Emergency
Calls, as set out in clause 2 of this MOU, in a reasonable manner. However,
given various commercial, technological and environmental limitations and
conditions, network failures do and will occur. Accordingly, the parties cannot,
and do not, ensure or warrant that the facilitation of transmission of Emergency
Calls will be achievable or fault-free in all instances and under all circumstances.

Each party shall include in its contracts with its customers:

(a) suitable language excluding and restricting any assertion of liability, claim
or action by the customer as against every other party to this MOU, or
any of them, that is based upon the actual or alleged failure to facilitate
the transmission of Emergency Calls (whether or not specific reference is
made to this MOU); and,

(b) each party to this MOU shall be entitled to rely upon such exclusion of
liability between each other party and its customers.

The failure by any party to comply with its obligations under clause 4.3(a) shall
be deemed a material breach of this MOU.





5.1

5.2

6.1

7.1

8.1

TERMINATION

Any party (the “terminating party”) may at any time terminate this MOU by
giving six months’ notice in writing to the other parties. Following the giving of
any such notice, the terminating party will immediately give written notice of
such termination to the Minister for Communications and Information
Technology.

Following termination by any party in accordance with clause 5.1, this MOU will
remain in force and binding on all other parties to this MOU.

VARIATION

Any variation, modification or waiver of any provision of this MOU must be in
writing signed by the parties. The parties will give notice of any variation,
modification or waiver to the Minister for Communications and Information
Technology.

BINDING

The parties acknowledge and confirm that they intend to be legally bound in all
respects by this MOU.

COUNTERPARTS
This MOU may be executed in one or more counterparts, each of which will be

deemed an original, but all of which together will constitute the same instrument.
Execution of facsimile counterparts will be sufficient for this purpose.





EXECUTION

Signed by Vodafone New Zealand
Limited by:

name
title

Signed by Telecom New Zealand
Limited by:

name
title

Signed by Two Degrees Mobile Limited
by:

name
title
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2. Overview

The ‘Code for Emergency Voice Calling Services’ (Emergency Calling Code)
agreed by member telecommunication companies (telcos) of the NZ
Telecommunications Forum (TCF) includes a provision to make their customer
information available to Emergency Services Providers.

New Zealand telcos need to have a defined method through which to have the
ability to send to NZ Police any updates to their subscriber database. This
document provides the definition of the method of transport and the format of the
data to enable telcos to provide subscriber updates. It ensures that the transfer of
data for this purpose is kept secure and is both authenticated and authorised.

The format of the data sent from the telcos to NZ Police is defined in this document.
The transport between NZ Police and a telco will be a secure connection over the
Internet between a nominated server in each of the DMZs of the two organisations.
The channel will be encrypted to authenticate the endpoints. NZ Police will initiate
the transfer and collect the file daily from the telco.

The data supplied via the replication feed is used by:
e NZ Police, NZ Fire Service and Ambulance 111 Communication Centre
Staff for caller line id (CLI) purposes,
e restricted NZ Police and NZ Fire Service staff who have access to the TESA
application, which allows searches on phone number, on service address
or by billing name, as required for operational needs only.

The database behind the CLI and TESA applications is the Police
Telecommunications Directory Database System (TDDS), which contains all up-
to-date information from the telcos on telephone numbers, with associated service
addresses and contact details (billing names).
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3. Interface File

The interface subscriber file provided by multiple telco suppliers must share the
same format, allowing it to be processed via a common Load Process. Each file
should only use one Supplier Code, i.e. if a separate code is used for landIne and
mobile numbers, separate subscriber files are required, if landline and mobile
numbers use the same Supplier Code, only one subscriber file is required.

3.1 File Structure

The data file is a normal text file with fixed-length records padded with spaces. The
file will contain one header record, zero or more data records and a trailer record.

The data file nhame: should not include “.”, except before the filetype (if any).
Underscores “_” or dashes “-” can be used for separators in the filename. The file
name should include the supplier and date, plus a sequence number or some other
make-it-unique value to allow for the possibility of more than one file in a day
without breaking. It is expected that the sequence number will be +1 each time. If
there is a break in the sequence of numbers our load process will raise an alert
that a file is missing.

The NZ Police SFTP process would typically look for “TELCO-yyyymmdd-*", where
* is a unigue number that changes with every supply, and TELCO is your company
name.

e Fields should be left-justified, padded with spaces, except those noted in
the header, detail and trailer tables below.

e No delimiters between fields.

e Empty text fields are filled with spaces, including those at the end of the
record (i.e. don't strip off trailing spaces).

e No delimiters at the end of line, just a newline. Unix-style ASCII text, no
control-Ms (i.e. LF, not CRLF).

e The last real field (“Porting indicator”) is “optional” in that you don’t have to
put a value in it; it's non-optional in that you do have to provide a space if
you don’t have a value.

e There is also a “spare” field (19 chars) at the end of the record in the
specification. This is optional.

A sample interface data file (TDDS_sample_001.txt) is available on request. The
data in this file is from a ficticious telco “DJnet” using the code “Q”.
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3.2 Header Record
Attribute | Length | Start End Description
Position | Position

Record 1 1 1 Mandatory

Type Identifies a record as a detail record. Must be "1"

Supplier 1 2 2 Mandatory

Code Value as assigned by NZ Police, and must be the
same per subscriber file:
e.g. “V” = Vodafone File

Spare 11 3 13 Not used

Header 6 14 19 Mandatory

Literal Value = "HEADER"

Extract 8 20 27 Mandatory

Date Year Format: CCYYMMDD

Extract 1 28 28 Mandatory

Type Values:
"R" = Refresh
"U" = Daily Update.

Latest 6 29 34 Mandatory

Refresh Right-justified, left-padded with zeros.

Number
The Refresh sequence number should be
incremented when the supplier provides an
extraction of the complete set of their telephone
numbers. The Update number on the refresh file
must be one less than the number to be sent on
the next Update file and must be more than the
number on the previous file.
This implies that depending on supplier software,
we might see for example one of the following
sequences of update and refresh files (coded as
File type, Refresh # / Update #) Update 5/113, Upd
5/114, Refresh 6/115, Upd 6/116, Upd 6/117
or Update 5/513, Upd 5/514, Refresh 6/600, Upd
6/601, Upd 6/602 In each case the file is uniquely
identified and the ordering is clear.

Extract 6 35 40 Mandatory

Sequence Right-justified, left-padded with zeros.

Number
The Update sequence number must be
incremented by 1 after each daily extract. This is to
ensure that updates are applied in the correct
order. The update number of the first Update file
following a refresh will be one more than the
update number specified on the Refresh file.

Spare 8 41 48 Not used

Format 4 49 52 Mandatory

Version Incremented for changes in file definition. Each

Number record should be right-justified, left-padded with
Zeros.
What it should be for a new supplier: 0001

Supplier 10 53 62 Optional

Version Incremented for changes in file definition,

Number information only. Details are not subject to
validation. Each record should be right-justified,
left-padded with zeros. What it should be for a new
supplier, e.g. 000010001a

Spare 644 63 706 Not used

TDDS_Telco_Supplier_Requirements_v1.2.docx






3.3 Detail Record

Attribute | Length | Start End Description
Position | Position
Record Type | 1 1 1 Mandatory
Identifies a record as a detail record. Must be "2"
Supplier 1 2 2 Mandatory
Code Value assigned by NZ Police, as in the HDR and

must be the same per subscriber file:
e.g. “V" = Vodafone File

Update Code | 1 3 3 Mandatory

Values:

"A" = Add address/name

"C" = Change address/name

"D" = Delete address/name

"R" = Refresh, used for refresh files only.

Telephone 10 4 13 Mandatory
Number Telephone Number has the STD Code in front
already. No punctuation is permitted.

Formatted as a zero padded right justified integer,
e.g. 04 123-4567 would be formatted as
0041234567

Line Type 1 14 14 Mandatory

Values:

“A”, “B”, “W” = reserved
"F" = Fixed"

“M” = Mobile

“N” = Nomadic

Listing Code | 2 15 16 Mandatory

Values:

"CO" = Confidential

"PB" = Published,

"NP" = Not published,

"UL" = Unlisted

Other codes can be used, but these are preferred.

Supplier 12 17 28 Mandatory

Name ID Value to be supplied by telco, but should always
be used, and be less than 7 characters for
validation purposes: e.g. Vodafone="v *“

Name 1 29 29 Mandatory
Format Values:
"P" = Personal
"C" = Company

The value dictates the format of the Name Title,
Given Names, Family Names, Suffixes and
Company Name.

Next 190 characters may be either a Personal or Company name.

Personal

* Name Title | 30 30 59 Optional

 Given 90 60 149 Optional

Names Contains names or initials other than Family
Name. Initials must be separated by spaces to
avoid confusion with short names eg"J O " vs
"Jo".

* Family 40 150 189 Mandatory (where Name Format = "P")

Names Family name includes prefixes such as "MAC",
"VON", "DE".

« Suffixes 30 190 219 Optional

or Company
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« Company 190 30 219 Mandatory (must be present where Name Format

Name ="C"

Care of 60 220 279 Not used.

Address

Postal 20 280 299 Not used.

Address

Rural 20 300 319 Optional

Number

Site Position | 20 320 339 Optional

Info

Sub Dwelling | 20 340 359 Optional

Number

Level 20 360 379 Optional

Number

Block 20 380 399 Optional

Number

Place 30 400 429 Optional
Building description: e.g. Victoria University, NZ
Police College

Street 15 430 444 Optional

Number (Not all locations have a street number)

Street Name | 40 445 484 Mandatory

Street Type 30 485 514 Optional
e.g. Street, Road, Avenue

Street 10 515 524 Optional

Direction e.g. North, South

Sub Location | 40 525 564 Not used

Type

Suburb 40 565 604 Mandatory
Suburb / Town e.g. Johnsonville or Foxton
NZ Police preference is that the NZ Localities
dataset be used to identify the suburb name if
possible. This free dataset is available under
licence from NZ Fire Service. NOTE: suburb/town
values supplied by the telco are validated against
a NZ Police suburb/suburb alias table.

City 40 605 644 Mandatory
Town/Province e.g. Wellington City or Manawatu
District
NZ Police preference is that the Territorial Local
Authority (TLA) name be used if possible.

Region 30 645 674 Optional

Postal Code | 10 675 684 Optional

NZMG 14 685 698 Not used.

Geocode

Date of Last | 8 699 706 Mandatory YYYYMMDD

Update

Porting 1 707 707 Optional

indicator The first character being an outputted indicator.

(input/output) This would contain an "I" for Input or an "O" for
Output.

Spare 19 708 726 Not used
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3.4  Trailer Record
Attribute | Length | Start End Description
Position | Position

Record 1 1 1 Mandatory

Type Identifies a record as a detail record. Must be "9"

Supplier 1 2 2 Mandatory

Code Value assigned by NZ Police, as in the HDR and
must be the same per subscriber file:
e.g. “V” = Vodafone File

Spare 11 3 13 Not used

Header 6 14 19 Mandatory

Literal Value = "TRAILR"

Spare 21 20 40 Not used

Number of 8 41 48 Mandatory

Data It should be the number of data records, not

Records including the header and trailer. It needs to be left-
padded with zeros, not spaces.

Spare 658 49 706 Not used
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4, Data Transfer Setup

A feed needs to be set up between the telco and NZ Police to allow the transfer of
interface files from the telco to Police. There will need to be a period of testing to
ensure that the data file being received by NZ Police is in the correct format.

There are two distinct parts to the initial setup of the flow of data, which can happen
in parallel:
1. Testing the interface file that is to be transferred to ensure that the data is
formatted correctly and can be processed at NZ Police.
2. Set up the communications link between the telco and NZ Police.

4.1 Testing

The more records a telco can supply in any test data the better, particularly if edge
cases are included. The telco’s testing team can probably advise the best selection
of data to send to test all the boundaries. As a minimum test case, the telco can
send NZ Police the real data; which would be expected to be a “full refresh”,
followed by incrementals (add/modify/delete) for a period of time. This would allow
the update cycle to be thoroughly tested.

After picking up the test files from the telco, NZ Police will get them into the correct
environment for Police testing, and then into Production.

4.2 Communications Link

The requirements and steps that NZ Police and the telco need to do to ensure
Police can automatically pick up the test and production files are:

e NZ Police use SFTP for data transfer.

e NZ Police will generate a 2048-bit DSA private/public keypair and send
the public key to the telco.

e The telco will create an ID and put the key in the authorized_keys file on an
external-facing server, and provide Police with the IP address and ID.

e NZ Police have an automated process which goes round and picks up
pending files from all the suppliers and loads them into the TDDS database.
Any test files can be transferred the same way if possible, to allow Police to
get this part of the process set up correctly and bedded in.

e NZ Police will need to know the public-facing IP address of the new telco’s
SFTP server and get this added to to the NZ Police outbound firewall.

e Police will supply our outgoing IP address to the telco for their firewall.

e NZ Police will supply the telco with a unique single character Supplier Code
used in the interface file.

e The telco will supply Police with a <7 char Supplier Name ID code.

NOTE: Details such as network addresses and keys are purposely not included in

this document, as they will be exchanged during the configuration phase of the
connection between the telco and NZ Police.
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5. Ongoing Support
Protocols need to be set up with each telco for NZ Police to be able to contact the

telco in case of technical issues with the feed, or to request corrections to the data
provided by the telco.

5.1 Technical Support

Once a feed between NZ Police and a telco has been set up, there may be issues
with the configuration, ongoing maintenance of the link or the daily data flow (file
supplied/not supplied etc.). Each telco needs to provide contact details for
technical issues, and for where to send data exception reports, if generated by the
NZ Police load/verify process. These exception reports may identify records where
name format is P but family_names is blank etc.

52 Data Errors

When Emergency Services respond to a 111 call, the address details returned by
Call Line Identification using data supplied by the telcos may be found to be
incorrect. This can be because:

e that while the street address is correct, it has been matched against a
different locality/town name;

e atelco hasn't updated their records correctly when a number has been
ported to/from that telco, i.e. no change record generated for the daily
increment file;

e the resident has moved but their address details have not been updated.

In these cases NZ Police need a contact email address, with the telco's
maintenance team, where NZ Police can request address issues be investigated
and corrected where required.

NOTE: The technical and data maintenance contacts can be the same if that suits
a telco.

53 Police Contact Details

All contact by telcos with NZ Police to set up a feed should initially be via the NZ
Police Application Support team, who will involve other Police teams as required.

Applications Support

Information and Communications Technology Service Centre
NZ Police

Royal NZ Police College

24 Papakowhai Rd

PORIRUA

Email: Application.Support@police.govt.nz
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